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This document is provided as a template for South Australian (SA) Government agencies. Contents are examples and should be customised to fit agency needs. For queries and feedback, email cybersecurity@sa.gov.au. 

Visit www.security.sa.gov.au/cyber-security/resources for more SACSF guidance and templates.  
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1. [bookmark: _Toc198808131]Purpose
Outline why cyber security is important to the agency in the pursuit of its strategic direction. Example: 
Cyber security is fundamental to the [agency]’s successful and safe delivery of services to the South Australian community. As the agency increases reliance on technology to perform its critical business functions, so does its need to manage the associated security risks.   
The [agency] is committed to safeguarding the integrity, confidentiality, and availability of its information and technology resources in line with the agency’s risk appetite and in support of its strategic direction. 
This document provides a coherent approach to the achievement of the agency’s cyber security goals. It has been developed by assessing the ‘current state’ of cyber security against a wide range of strategic drivers. The findings informed the cyber security goals for [FYXX-FYXY], or the ‘desired state’. Key initiatives have been designed to move from the ‘current state’ to the ‘desired state’.
2. [bookmark: _Toc198808132]Agency overview
Describe the purpose / key functions of the agency and how cyber security relates to its operations.
3. [bookmark: _Toc198808133]Strategic objectives 
What are the strategic security objectives of your agency? What are you trying to achieve? If the security objectives are already documented in another artefact, include a reference to it here. Examples of strategic security objectives are provided below:
· Maintain a systematic approach to the management of cyber security in line with the SACSF and the agency’s Risk Management Framework. 
· Enable and support proactive, risk-informed decisions across the agency to ensure appropriate security controls are applied to protect its information assets. 
· Protect citizen and government information from compromise and maintain stakeholder trust and confidence in the security of the agency’s services.
· Demonstrate compliance with relevant legal and regulatory requirements.
4. [bookmark: _Toc198808134]Strategic drivers
Provide a summary of the approach and considerations the agency has taken to develop this strategy. Example: 
The development of this strategy has involved various key stakeholders and considered external and internal drivers as follows.
	External
	Internal

	· Emerging technologies and associated risks 
· Threat landscape 
· Legal and regulatory requirements
· Other external stakeholder needs
	· Strategic objectives for the department 
· Current and future ICT environment
· Internal stakeholder needs 
· Risk assessments and current security posture (strengths and vulnerabilities)  
· Agency risk appetite



	Specific artefacts
	

	· South Australian Protective Security Framework [Year]
· South Australian Cyber Security Framework including guidelines and rulings 
· South Australian Cyber Security Strategy [Year]
· South Australian Information Privacy Principles
· Cyber threat intelligence report
· Agency Strategic Plan and Road Map [Year]
· Agency Business Plan [Year]
	· Agency Risk Management Framework and Risk Appetite Statement 
· Agency Cyber Security Governance Framework
· Agency Risk Register 
· ICT Services Work Program [Year]
· ICT and Security Risk Register 
· ICT and Security-related Audit Reports/Findings
· Agency SACSF Attestation Report [Year]




5. [bookmark: _Toc198808135]Agency security capabilities
[bookmark: _Toc197452515][bookmark: _Toc198727668]Current state 
Summarise what the current state of the agency’s security capabilities are including gaps identified using information from the strategic drivers above. You can focus on the top ones in the list to describe where the agency is at. Example: 
· There is an existing security governance committee within the agency. There is scope to clarify the cyber security authority of this committee and the roles and responsibilities for cyber security activities across the agency.
· There is a suite of security policies and procedures. Many of the documents are not updated according to schedule and the scope does not consider the increasing cloud service adoption across the agency. 
· Identity and access are well managed for on-premises resources. 
· Cyber security training is carried out annually by all staff.
· [Others]



[bookmark: _Toc197452516][bookmark: _Toc198727669]Target state 
Identify the capabilities that the agency is targeting to have usually within a three-year horizon. Example:
· There is a defined and well-understood governance structure, roles and responsibilities, and authorities for cyber security activities across the agency.
· Policies, standards and procedures for key cyber security activities are documented and communicated.
· Access to on-premises and cloud services is granted based on identity, privilege, device, data and resources (zero trust).
· The vulnerability management framework is operational, and risk-based patch management is carried out on systems and applications.
· Third-party contracts and agreements include cyber security requirements. Supplier risk management is embedded in procurement and contract management.
· [Others]
[bookmark: _Toc197452517][bookmark: _Toc198727670]Strategic initiatives
What are the initiatives/action taken/will be taken to achieve the target state? Example:  
This program has identified the following priority initiatives to address the target future state and immediate concerns. A brief for each initiative is included in Section 6 (as an example). Each initiative will have a consultation, communication and training component to support effective change management and integration into operations.
	[bookmark: _Toc197452518][bookmark: _Toc197517502]Priority
	[bookmark: _Toc197452519][bookmark: _Toc197517503]Name
	[bookmark: _Toc197452520][bookmark: _Toc197517504]Description
	[bookmark: _Toc197452521][bookmark: _Toc197517505]SACSF Requirement

	Medium
	Cyber security governance 
	Define and document the agency’s cyber security operating model and governance structure 
	1.1 Leadership
1.2 Organisational Structure and Staff Responsibilities 

	Medium
	Cyber security policy suite
	Provide a comprehensive suite of security policies, frameworks, standards, procedures that will articulate requirements and support repeatable and consistent processes across the agency
	1.4 Policies, Procedures and Compliance 


	Medium
	Identity and access management
	Develop and implement an identity and access management strategy and roadmap 
	2.4 Access to Information
2.5 Administrative Access

	High
	Vulnerability management
	Implement and manage a threat and vulnerability monitoring and management program 
	2.7 Vulnerability Management

	
	[Others]
	
	


Ongoing initiatives 
The agency might have projects/actions/tasks that are already in progress from previous periods that also help address the future state. Include a summary in this strategy. Example:   
There are initiatives already in progress that address existing SACSF compliance gaps and tighten security controls for [agency]-managed information assets.
	[bookmark: _Toc197452522][bookmark: _Toc197517506]Initiative
	[bookmark: _Toc197452523][bookmark: _Toc197517507]Description
	[bookmark: _Toc197452524][bookmark: _Toc197517508]Lead
	[bookmark: _Toc197452525][bookmark: _Toc197517509]Status

	XYZ System Security Hardening 
	Define and implement security hardening standards to help ensure systems and platforms are configured in line with good security practices
	ICT Team
	In Progress

	[Others]



	
	
	



6. [bookmark: _Toc198808136]Initiative brief 
Provide the necessary details of each initiative that provide additional information for the key stakeholders to understand the priority initiatives. Example:
	Initiative 1: Cyber security operating model (SACSF 1.1 and 1.2)

	Define and document the agency’s cyber security operating model and governance structure
	Goal
	There is a defined and well-understood governance structure, roles and responsibilities, and authorities for cyber security activities across the agency

	
	Rationale
	Clearly defined roles and responsibilities support effective performance of cyber risk management activities

	
	Outcomes
	Decisions are being made by the people who have accountability and responsibility for the management of security risk in accordance with the agency’s risk appetite

	
	Measures
	Security governance is a regular part of the committee’s agenda
Regular reporting occurs to enable management to make proactive decisions to manage security risks

	Initiative 2: Cyber security policy framework (SACSF 1.4)

	Provide a comprehensive suite of security policies, frameworks, standards and procedures that will articulate requirements and support repeatable and consistent processes across the agency
	Goal
	Policies, standards and procedures support repeatable and consistent security processes across the agency

	
	Rationale
	A well-documented and managed policy suite provides clarity of the security requirements applicable for various activities within the agency

	
	Outcomes
	A set of controls is consistently operated and embedded into processes to protect information assets

	
	Measures
	Policies, standards and procedures for key cyber security activities are documented and communicated 
A feedback mechanism allows for the processes to be challenged from practical application
An exemption process exists, and a register is maintained

	Initiative 3: 

	
	Goal
	

	
	Rationale
	

	
	Outcomes
	

	
	Measures
	

	Initiative 4: Vulnerability management (SACSF 2.7)

	Implement and manage a threat and vulnerability monitoring and management program
	Goal
	The vulnerability management framework is operational, and risk-based patch management is carried out on systems and applications

	
	Rationale
	Vulnerabilities are weaknesses that introduce increased risk to the security of the agency’s assets

	
	Outcomes
	Vulnerability management is integral to ensuring confidentiality, integrity and availability of the systems, software and data that support the agency’s business processes and services

	
	Measures
	Cyber security threats are reduced by timely patching of vulnerabilities in systems, applications, software and firmware

	Initiative 5: 

	
	Goal
	

	
	Rationale
	

	
	Outcomes
	

	
	Measures
	

	Initiative 6: 

	
	Goal
	

	
	Rationale
	

	
	Outcomes
	

	
	Measures
	

	Initiative 7: 

	
	Goal
	

	
	Rationale
	

	
	Outcomes
	

	
	Measures
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7. [bookmark: _Toc198808137]Roadmap
Provide the targeted timeline for each initiative considering the dependencies and interdependencies to other security initiatives and activities. Example:
	FY20XX-XY ROADMAP
	Q1
	Q2
	Q3
	Q4

	Initiatives
	Jul
	Aug
	Sep
	Oct
	Nov
	Dec
	Jan
	Feb
	Mar
	Apr
	May
	Jun

	Program Set Up / 
Review
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 1
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 2
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 3
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 4
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 5
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative 6
[Title here]
	
	
	
	
	
	
	
	
	
	
	
	

	Others
[Title here]
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[bookmark: _Toc197452528][bookmark: _Toc197517512]Document Control
	Document ID
	

	Version
	

	Approval by
	

	Approval date
	

	Next review date
	

	Contact person
	


Licensed under a Creative Commons Attribution 4.0 International Licence (CC BY 4.0), excluding the Government of South Australia brand, logos, and images. © Office of the Chief Information Officer, Department of Treasury and Finance, 2025.
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